Where's my DNS?
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The DNS protocol is evolving

Do l: DNo-over-1LS
DoH: DNS-over-HI TPS (WIP)

* DoT REC7858 standard May 2016
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https://tools.ietf.org/html/rfc7858
https://datatracker.ietf.org/doc/draft-ietf-doh-dns-over-https/
https://tools.ietf.org/html/rfc7858
https://datatracker.ietf.org/doc/draft-ietf-doh-dns-over-https/

What will this change”

 DoT/DoH will change stub to recursive DNS....

o Use of encrypted DNS transports
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Open Source
Implementations logay

* getdns library & Stubby (fwd)
* Unbound/Knot resolver (fwd)

DoT |, Android P: system config (dev)

* systemd support

 Unbound, Knot Resolver, dnsdist
* BIND on the way

* getdns/Stubby (next release

Y



https://getdnsapi.net/
https://dnsprivacy.org/wiki/display/DP/DNS+Privacy+Daemon+-+Stubby

Recursive Resolver
Deployment

* Quad9 (9.9.9.9)
e 20 test servers
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|+ Cloudflare (1.1.1.1)


https://dnsprivacy.org/wiki/display/DP/DNS+Privacy+Test+Servers
https://www.quad9.net/
https://developers.cloudflare.com/1.1.1.1/dns-over-tls/
https://github.com/curl/curl/wiki/DNS-over-HTTPS#publicly-available-servers
https://developers.cloudflare.com/1.1.1.1/dns-over-https/

Encrypted DNS,
what’'s not to love?

 Defeat passive surveillance \/

 (Can authenticate the server \/
. Prevents,redirect. :
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what’'s not to love?

 Defeat passive surveillance \/

« (Can authenticate the server \/
* Prevents redirects




reality check...”? fe o™

* Increased tracking of user
* Fixed resolver & connections, session resumption
* DoH headers....” (e.g. user-agent)

Probably not one on the

* Limited choice of resolvers right now: ocal network.

* Breaks VPN/Split horizon DNS
 SNI still leaks to network

* Resolver still sees all the traffic (Oblivious-DNS anyone?)
* Choice of 1 resolver today better than many (which one)?

IDS 2 8 Where’s my DNS?


https://datatracker.ietf.org/doc/draft-annee-dprive-oblivious-dns/

System or App?

It in App...
- system or own setlings?




System or App”

« Always been technically possible for apps to do their own DNS
but has:

e largely been the exception (except some browsers)
 have typically used the system resolver (8.8.8.87)
 not been encrypted (so still fully visible to user)
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DNS In Browsers

 Some have always had their own DNS stub (e.g. Chrome)

 Some already use encrypted DNS
* Yandex (DNSCrypt), Tenta (DNS-over-TLS)

Frefo Nightly already does DoH



https://browser.yandex.com/
https://tenta.com/

DoH In Browsers

 Why encrypt directly from the browser?



https://bitsup.blogspot.com/2018/05/the-benefits-of-https-for-dns.html
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 Why encrypt directly from the browser?



https://bitsup.blogspot.com/2018/05/the-benefits-of-https-for-dns.html

DoH In Browsers

 Makes sense from a purely browser (application) view point
e But... bigger shift from ‘traditional’ DNS (including DoT)
* Unlikely browsers will change direction now....




DoH In Firetox

e Right now: Firefox Nightly ‘experiment’ (half of users, opt-out)

e Use DoH to send all queries to Cloudflare as well as default
resolver, compare the results

e Qverview of future plans, details of config & how it works e
 Plan:



https://blog.nightly.mozilla.org/2018/06/01/improving-dns-privacy-in-firefox/
https://hacks.mozilla.org/2018/05/a-cartoon-intro-to-dns-over-https/
https://daniel.haxx.se/blog/2018/06/03/inside-firefoxs-doh-engine/

DoH in Firefox &4

[
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e Right now: Firefox Nightly ‘experiment’ (half of users, opt-out)

 Use DoH to send all queries to Cloudflare as well as default
resolver, compare the results

e Qverview of future plans, details of config & how it works e
e Plan:

- “We’d like to turn this [DoH] on as the default for all of our users”

- Cloudflare is our ‘Trusted Recursive Resolver’ (TRR) - more later

CLOUDFLARE



https://blog.nightly.mozilla.org/2018/06/01/improving-dns-privacy-in-firefox/
https://hacks.mozilla.org/2018/05/a-cartoon-intro-to-dns-over-https/
https://daniel.haxx.se/blog/2018/06/03/inside-firefoxs-doh-engine/

Short term vs long term

Short term DoH in browsers:
* Inreality, Cloudflare are the only large scale DoH provider today
* Need ISPs, etc. to catch up

* Cloudflare might be the default but user can configure their own
-resolver if they know where to look (Google, Quad® :




Short term vs long term

 (Consider end user workflows (on different devices):
* Browser based desktop workflow (for cloud based data)
* App based mobile workflow

e Split: Browser/the rest?
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Short term vs long term

 Most other apps also do their own DoH/DoT?

e [f OS’s remain slow to update DNS (as with DNSSEC), this is
likely...

e Quality and range of DNS libraries improves e.g. getdns,
Javascript libraries this is more likely....

 Wide enough deployment of DoH/DoT servers (available .
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* End user perspeciive
Dude, where's my DNS”?

* |n an ideal world all apps that do their own DNS would consistently

* Implement all DNS options
(all transports, DNSSEC support, etc.)

* Respect system settings
DHCP/user resolver, search domains, DNSSEC, etc.)




Dude, where's my DNS”?

* |n an ideal world all apps that do their own DNS would consistently

Implement all DNS options
(all transports, DNSSEC support, etc.)
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Fragmented system DNS

e |fnot... _

e Just another form of content? Possibly multiple name systems?
* Multiply config issues by number of devices a user has

* Multiple config points (transport, authentication)




Fragmented system DNS

e |fnot... _

e Just another form of content? Possibly multiple name systems?
* Multiply config issues by number of devices a user has

* Multiple config points (transport, authentication)
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Wireshark/dig cant




Will users notice or care”

e |f our muggle friends don't then we should!

« They won't notice if apps don't even expose that they do this.....

 They might depending on how transparent it is and the UX:
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Trusted Recursive Resolver







TRR

* Cloudflare are relatively good so far (not perfect) - not all TRRs will be!
* Might end up with a few ‘big’ TRR providers

 Development companies set up own server (quality?)
* Applications be persuaded to use a certain ‘TRR’ in return for money?

 Work in progress on Best Current Practices for Operators...



https://developers.cloudflare.com/1.1.1.1/commitment-to-privacy/
https://datatracker.ietf.org/doc/draft-dickinson-dprive-bcp-op/
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Cloudflare are relatively good so far (not perfect) - not all TRRs will be!
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Development companies set up own server (quality?)
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https://developers.cloudflare.com/1.1.1.1/commitment-to-privacy/
https://datatracker.ietf.org/doc/draft-dickinson-dprive-bcp-op/

Dude, where's my DNS”?
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Dude, where's my DNS”?




- Thank you!




